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Legal precision in data protection

CMS is highly experienced in undertaking data protection projects for large scale
multinationals and advising on cross-border data transfers. CMS’ extensive geographical
scope, coupled with a consistently pragmatic and commercial approach, means that we
are uniquely placed to meet your business needs.

We can help you with

‘Crash team’ providing Data protection
24/7 multi-jurisdictional notifications
support

Investigations
and regulatory
proceedings

Disputes
and claims

Commercial
transactions

Corporate and
outsourcing
projects

Policy
development

Compliance
audits

Transfer of
data to non-
EEA countries

Subject access

: : requests
Data subject rights qu

and consents



Helping you comply with the GDPR

As from May 2018 your organization will have to comply with new and stringent data
privacy rules. The new rules are set out in the General Data Protection Regulation (GDPR).

What can you do to prepare?

Ensure that there are
individuals responsible for
data privacy, accountable

management, and
management reporting

procedures
Conduct regular

verifications and audits to
make sure data processing
activities comply with
internal policies and
standards and with laws &
regulations

Implement policies

and procedures for

handling personal
data breaches

Data
Breach
Handling
Procedure

Getting
ready for

Maintain an inventory
of data processing
activities (location,

purposes, transfers/flows,
nature of data, security
measures, persons

° Implement
handling the data, etc.)

external and/or
internal polic(y)(ies)
explaining why & how
you handle personal

data + how data
subjects can exercise
privacy rights

PEIE]
processing
map

Privacy

Poli i
olic(y)(ies) Ensure that privacy is

built in in operations and
IT systems (CCTV,
biometrics, geo-location,
e-recruitment, etc.) and,
for high-risk processing,
conduct privacy impact
assessment

Privacy by
design and
PlAs

the GDPR

Procedures for
Complaints and
Inquiries

Implement procedures
for handling
complaints and
requests regarding
personal data you hold
about data subjects
(e.g. access request,
right to erasure)

Use
privacy
notices &
consent
forms

Systematically
use easy-to-
understand privacy
notices vis-a-vis
data subjects.

If needed, use
consent forms

DP in
supplier
relationships

Pro-actively manage
DP in relationships with
suppliers (DP/IS due
diligence as part of
procurement process,

Provide
training & raise

awareness Develop, document

and deliver appropriate
privacy training for staff
to ensure ongoing
awareness of and
compliance with policies,
laws & regulations

Information
Security

Pro-actively
manage IS risk (IS
policy, incident handling
procedures, vulnerability
testing, encryption, IS
standards (e.g. ISAE 3402,
SOC 2, PCI DSS ISO/IEC

27017), etc.)

template clauses in
contracts, data breach
reporting, supplier
audits, etc.)




Ranked Tier 1 for EU Regulatory —
Privacy and Data Protection (2018)

A reference on the market for

data protection

Client, Chambers Europe, 2018
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The firm has been excellent at
hand-holding and explaining in
layman’s terms this particularly
complex area
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largest

law firm protection

specialists

Number of M&A
transactions in 2017

> 7,500 staff

countries
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