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DEFINITIONS

	AFM
	:
	means Dutch Authority for Financial Markets

	CMS
	:
	means CMS Derks Star Busmann N.V.

	DNB
	:
	means the Dutch Central Bank 

	DORA
	:
	means the Digital Operations Resilience Act

	ITS
	:
	means Implementing Technical Standards

	RTS
	:
	means Regulatory Technical Standards

	
	
	




	Final / completed
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	Progressing

	To action

	On hold




	No.
	Requirement
	Legal basis
	Responsible person(s)
	Timing
	Priority
	Status
	Notes

	
	General provisions – Chapter 1 DORA

	1. 
	Applicability of DORA 
The first step is to determine whether DORA (fully) applies. There are three possibilities on the applicability of DORA:
· The company is a financial entity in accordance with Article 2 (1) DORA, pursuant to which DORA fully applies; 
· The company is a financial entity in accordance with Article 3 (60), pursuant to which DORA partly applies; or 
· The company is a financial entity in accordance with Article 2 (3) DORA, pursuant to which DORA does not apply. 
	· Article 2 (1) DORA; 
· Article 3 (60) DORA; and 
· Article 2 (3) DORA.
	
	
	
	
	

	2. 
	Proportionality 
DORA rules are based on the principle of proportionality. Consequently, a financial entity should tailor its ICT-related facilities and efforts to its size, overall risk profile and to the nature, scale and complexity of its operations. 
	· Article 4 DORA. 
	
	
	
	
	

	
	ICT risk management – Chapter 2 DORA 

	3. 
	Governance
The governing body of a financial entity is responsible for establishing a governance and control framework in order to manage ICT risks. 
The governance and control framework should include: 
· Clear roles and responsibilities of ICT functions, such as setup and ICT risk function; 
· Allocation of budget; 
· Periodic reviews and reporting lines; and 
· An internal ICT audit plan. 
In addition to the above, the processes are to be evaluated continuously. In addition, the management board will keep their knowledge up to date by means of training and education. 
Financial entities should put in place processes to guarantee the evaluation of organisation and effectiveness. 
	· Article 5 DORA.
	
	
	
	
	

	4. 
	ICT Risk Management Framework 
Financial entities shall have a sound, comprehensive and well-documented ICT risk management framework as part of their overall risk management system. The ICT risk management framework shall include strategies, policies, procedures, ICT protocols, and tools to protect all information and ICT assets (software, hardware, servers) and physical components (premises, data centres) against risks like damage and unauthorized access or use. This includes a risk-analysis methodology, a risk register (including action plans) and periodic assessments, among other things.
Part of the ICT risk management framework is the three-lines model. Under DORA, financial entities are required to appoint both a control and audit function, and to position these sufficiently independently within the organisation. These functions, along with the management function, is referred to as the three-lines model.
	· Article 6 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework. 
	
	
	
	
	

	5. 
	Three-lines model
Financial entities should start preparations to comply with the three-lines model. 
DORA requires financial entities to appoint both a control and audit function, and to position these sufficiently independently within the organisation. These functions, along with the management function, is referred to as the three – lines model. 
	· Article 6 DORA. 
	
	
	
	
	

	6. 
	ICT asset inventory 
Financial entities should adequately maintain an inventory of all information and ICT assets, including all business processes that rely on ICT services from third-party providers. This should be maintained in a register that clearly indicates whether the assets support critical processes. 
	· Article 8 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	7. 
	Information security policy 
Financial entities should establish an information security policy. The information security policy must provide policies and procedures aimed at ensuring the availability, integrity and security of ICT systems. 
The information security policy should include policies and procedures for technical measures, such as physical and logical access control, ICT change management, encryption, network security, and performing patches and updates.  
	· Article 9 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	8. 
	Detection mechanisms
Financial entities should have in place mechanisms to promptly detect anomalous activities.
In order to ensure reactive measures, detection mechanisms should be established, as well as processes and techniques to deal with detected deviations. These measures, processes and mechanisms should already be established.
	· Article 10 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	9. 
	Business continuity plan 
Financial entities should establish a business continuity policy, which provides for a business continuity plan, conducting business impact analyses, a communication plan, periodic testing and an event review. 
This should be tested inter alia by using realistic test scenarios that attempt to simulate potential disruptions. If possible, ICT services from third parties are included in the test. The test results are documented and deviations are analysed, followed up and reported to management. 
 
	· Article 11 DORA; 
· Article 12 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	10. 
	Back-up and recovery 
Financial entities should have in place a back-up policy and procedures, including recovery procedures and methods. 
	· Article 12 DORA; and 
· RTS on ICT Risk Management framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	11. 
	IT awareness programmes
The financial entity should have in place programmes to raise awareness of the employees' vital role in the implementation of IT Policy. 
In addition,  the financial entity should develop training on digital operational resilience as a compulsory module in training programmes in line with staff duties. 
	· Article 13 DORA; and 
· RTS on ICT Risk Management Framework and on simplified ICT Risk Management Framework.
	
	
	
	
	

	12. 
	Crisis communication plans
Financial entities should have in place crisis communication plans. The crisis communication plans should enable a responsible disclosure of at least major ICT-related incidents or vulnerabilities to clients and counterparts, as well as to the public. 
In addition, at least one person should be tasked with implementing the communication strategy for ICT-related incidents, thereby acting as a spokesperson.

	· Article 14 DORA.
	
	
	
	
	

	
	ICT-related incident management – Chapter 3 DORA 

	13. 
	Process of detecting and dealing with incidents 
IT incidents should be dealt with adequately. DORA requires financial entities to have in place a process to detect and deal with ICT incidents and cyber threats. 

	· Article 17 DORA; 
· Article 18 DORA; 
· Article 19 DORA; 
· Article 20 DORA; 
· Article 21 DORA; 
· Article 22 DORA; 
· Article 23 DORA;
· RTS on criteria for the classification of ICT-related incidents; and 
· ITS on major incidents reporting. 
	
	
	
	
	

	14. 
	Record of past IT incidents
Companies should record all IT incidents. This encourages careful handling and follow-up of incidents and provides an opportunity for evaluations and root cause analyses. 
Major IT incidents should be reported to the supervisor. The reporting of major IT incidents is further elaborated on in the "RTS on reporting content and templates".
Financial entites should record all the past IT incidents in order to comply with this requirement from DORA.  
	· Article 17 DORA; and 
· RTS on reporting content and templates. 
	
	
	
	
	

	15. 
	Classification of incidents
For an effective management process, it is important that ICT incidents and cyber threats are classified correctly. 
The classification of incidents are further elaborated on in the "RTS on classification of ICT related incidents and cyber threats".

	· Article 18 DORA; and 
· RTS on criteria for the classification of ICT-related incidents. 
	
	
	
	
	

	
	Reporting of major IT incidents 
Major IT incidents should be reported to the supervisor. 
Financial entities should already start preparations to be able to report on major IT incidents on time. 
	· Article 19 DORA; and 
· RTS on reporting content and templates. 
	
	
	
	
	

	
	Digital operational resilience testing – Chapter 4 DORA 

	16. 
	Running test programme 
The risk-oriented programme mentioned under Article 25 DORA and under (13) of this Implementation Plan shall be conducted at least yearly. 
It is advisable to already conduct the appropriate tests under the risk-based programme. The test should be done in accordance with chapter III of  “RTS Advanced testing of ICT tools, systems and processes based on TLPT”. 
	· Article 24 (6) DORA; 
· Article 25 DORA; and 
· Chapter III of RTS Advanced testing of ICT tools, systems and processes based on TLPT. 
	
	
	
	
	

	17. 
	Risk-based programme
DORA requires financial entities to develop a risk-oriented programme to test and increase digital resilience, which should be part of the ICT Risk Management Framework.

	· Article 25 DORA; and 
· RTS Advanced testing of ICT tools, systems and processes based on TLPT.  
	
	
	
	
	

	
	Managing of ICT third-party risk – Chapter 5.1 DORA

	18. 
	ICT Risk Management Framework - subcontracts
As mentioned in (1) of this DORA Implementation Plan, financial entities should have in place an ICT Risk Management Framework. Financial entities should mention the risks arising from using services from third-party providers in the ICT Risk Management Framework.  
	· Article 28 DORA; 
· RTS to specify the policy on ICT services supporting critical or important functions; and 
· ITS on the register of information. 
	
	
	
	
	

	19. 
	Strategy for managing third-party risk
Financial entities should develop a strategy for third-party risk management, in which the risks for outsourcing critical services are regularly reviewed.. 
	· Article 28 DORA. 
	
	
	
	
	

	20. 
	Register of information
All contractual arrangements for the provisions of ICT services must be recorded in a register of information. This register should also include whether the services purchased support critical or important functions. Financial entities should record this information. 
	· Article 28 DORA. 
	
	
	
	
	

	21. 
	Exit-strategy 
Financial entities should analyse various aspects before entering into an agreement with a third-party provider. This includes: 
· Required ICT security level; 
· Required frequency and scope of audits and inspections; and
· Concentration risks;
In addition, financial entities should have in place an exit-strategy in the event third-party providers support critical or important functions.
	· Article 29 DORA. 
	
	
	
	
	

	22. 
	Analysis of contractual arrangements
DORA includes different provisions that should be included in contractual arrangements with third-party providers. Examples of elements that must be included are: 
· Both parties' rights and obligations; 
· Full description of the services provided; 
· Regions and/or countries where the services are to be provided and where data are to be processed; 
· Service level to be provided; 
· Level of data protection;
· Support in case of incidents; and 
· Termination rights and related minimum notice periods.
The arrangements should be amended in order to comply with DORA. 
	· Article 30 DORA; and 
· RTS on subcontracting ICT services.
	
	
	
	
	

	
	Information-sharing arrangements – Chapter 6 DORA

	23. 
	Information sharing 
Financial entites are encouraged to share cyber threat information and intelligence, including indicators of compromise, tactics, techniques, and procedures, cyber security alerts and configuration tools, with other financial entities. 
Information sharing is encouraged, but not required. A financial entity should conduct research on how it can contribute to the sharing of information. 
	· Article 45 DORA. 
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