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CMS Cybersecurity

Global threats require a global response. Our trusted cybersecurity team has market-leading 
expertise and experience in managing all aspects of a cyber-breach/incident, from pre-breach 
readiness and stress testing, to management and coordination of the incident response.  
Our aspiration and service level commitment is that each breach receives a substantive response 
within 1 hour, 24/7, 365 days a year. Our team is trained to ensure a calm, practical and 
commercial approach to every breach.

CMS have been providing breach response services to clients for over a decade. We act for  
a number of clients across different industries, and we have experience of handling a broad 
variety of breaches ranging from major extortion attempts to phone hacking or malware.  
Our priority is to work with our clients to minimise damage to their business and its customers.

Breach management services

To ensure we can offer a full service delivery approach, we work closely to provide 
advice alongside other incident managers, specialist forensic and PR consultants.

Our Breach management services include:

24/7/365 activation PR Strategy Forensic Analysis

Risk Analysis Data subject 
notification

Liaise with criminal 
authorities

Advisory/Mitigation 
strategy 

ICO and other 
regulatory 
notifications

Internal 
investigation

Experienced crisis 
management 

Extortion and 
blackmail support

Maintain privilege
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Phase 
1
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3

Phase 
4

Phase 
5

Initiation of response (60 mins)
	— Initial contact with organisation

	— Instruction of IT forensics

	— Background briefing

	— Project plan creation

	— Instruction of overseas counsel and other advisers

Triage and reporting (24 hours)
	— Legal advisors perform a co-ordination and project management role or liaise with 

specifically appointed incident managers

	— Crisis management and internal communication protocol

	— IT forensics assist with identification of source/leak/compromise

	— Geographical identification: location of impacted establishments

	— Analysis of nature and extent of compromised material

	— Identification of other professional advice required

Notification and mitigation (48 hours)
	— Early stage evaluation with recommendations

	— Identification of competent regulatory authorities 

	— Identification of notification requirements for data subjects and other Key stakeholder

	— Appointment of PR/external communication strategy

	— IT identify source/leak/compromise combat threat and provide immediate solutions

	— Network critical infrastructure brought back online where feasible

Implementation (48-72 hours)
	— Recommendation on notification to Supervisory Authority, affected data subjects and any 

sector specific regulators

	— PR communications and key staff briefings

	— Affected parties may be offered post-breach support, such as: a) Security upgrades, 
improvements, virus patch b) Web crawling/monitoring c) Credit monitoring/identity theft

Claims defence and regulatory issues (72+ hours)
	— Ensure all mandatory notification requirements complied with

	— Notification of commercial third parties

	— Claims defence and any ongoing regulatory issues.

	— Loss adjustment and valuation

	— Implementation of IT upgrades/amendments 

	— Identification of longer term risks and consequence

Breach timeline
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Jurisdictional coverage

Bogotá
Lima

Mexico City
Rio de Janeiro

Santiago de Chile

Beijing
Hong Kong
Shanghai
Singapore

Algiers
Casablanca
Johannesburg 
Luanda
Mombasa
Nairobi

Aberdeen
Amsterdam
Antwerp
Barcelona
Belgrade
Berlin
Bratislava
Bristol
Brussels
Bucharest
Budapest
Cologne
Duesseldorf

Edinburgh
Frankfurt
Funchal
Geneva
Glasgow
Hamburg
Istanbul
Kyiv
Leipzig
Lisbon
Ljubljana
London
Luxembourg

Lyon 
Madrid
Manchester
Milan
Monaco
Moscow
Munich
Paris
Podgorica
Poznan 
Prague
Reading
Rome

Sarajevo 
Seville
Sheffi eld
Skopje
Sofi a
Strasbourg
Stuttgart
Tirana
Utrecht
Vienna
Warsaw
Zagreb
Zurich

Abu Dhabi 
Dubai
Muscat
Riyadh

Middle East Asia-Pacifi cAfrica

EuropeThe Americas

Our established internal network provides expert local cyber expertise and coverage in 47 
foreign jurisdictions (including all US states). In the UK, our team comprises of 13 Partners 
and 27 Associates, all with the aim to support, advise and manage cyber breaches to reduce 
risk and protect our clients as best as possible.
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Financial services organisation Major online retailer

Cyber issue: Major extortion attempt. Threat to 
release personal data (allegedly accessed from the 
client’s databases) on the Dark Web.

Support: CMS 24/7 cyber breach facility activated 
on a Sunday morning. Led a multidisciplinary breach 
response team and provided advice on notification 
and other legal requirements and exposures in 
seven jurisdictions, within nine hours. Assisted in 
liaison with local law enforcement and data 
protection authorities.

Cyber issue: Malicious denial of service attack, 
resulting in temporary suspension of services from 
host. Further attacks threatened, with potential for 
significant revenue loss. Blackmail request received.

Support: Advised on data protection issues and 
coordinated input from criminal specialists and IT 
experts to reduce risk of further attacks and 
minimise damage to business. Site restored within 
one hour. Provided continuing assistance during 
liaison with police.

Financial services organisation Manufacturer

Cyber issue: Detection of malware on client drives, 
resulting in the corruption and inaccessibility of 
certain key internal files.

Support: With assistance from IT forensics ensured 
the immediate receipt of detailed technical advice, 
to recover the documents and prevent further 
corruption of files. Provided a report on the legal 
and regulatory implications of the breach, and 
potential improvements to the client’s IT system.

Cyber issue: Spoofing emails received from an 
individual purporting to be the managing director, 
requesting financial information.

Support: Responded within an hour of breach 
notification and provided a detailed report on the 
data protection implications of the email, as well as 
practical and IT advice surrounding preventing any 
similar breaches in the future, within 48 hours.

Client profiles

Contacts

Loretta Pugh
Partner
	T +44 20 7367 2730
	E loretta.pugh@cms-cmno.com

Amit Tyagi
Senior Associate
	T +44 20 7367 3578
	E amit.tyagi@cms-cmno.com

Tristan Hall
Partner 
	T +44 20 7367 3105
	E tristan.hall@cms-cmno.com

Rebecca Adkins
Associate
	T +44 20 7367 2153
	E rebecca.adkins@cms-cmno.com

Stephen Tester
Partner 
	T +44 20 7367 2894
	E stephen.tester@cms-cmno.com

Emma Burnett
Partner 
	T +44 20 7367 3565
	E emma.burnett@cms-cmno.com

Alan Nelson
Partner 
	T +44 141 304 6006
	E alan.nelson@cms-cmno.com



6  |  Emergency Response: Cybersecurity



7



1810-0071641-7

CMS Cameron McKenna Nabarro Olswang LLP
Cannon Place
78 Cannon Street
London EC4N 6AF

T +44 (0)20 7367 3000
F +44 (0)20 7367 2000

The information held in this publication is for general purposes and guidance only and does not purport to constitute legal or professional advice.

CMS Cameron McKenna Nabarro Olswang LLP is a limited liability partnership registered in England and Wales with registration number OC310335.  
It is a body corporate which uses the word “partner” to refer to a member, or an employee or consultant with equivalent standing and qualifications.  
It is authorised and regulated by the Solicitors Regulation Authority of England and Wales with SRA number 423370 and by the Law Society of Scotland 
with registered number 47313. It is able to provide international legal services to clients utilising, where appropriate, the services of its associated 
international offices. The associated international offices of CMS Cameron McKenna Nabarro Olswang LLP are separate and distinct from it. A list of 
members and their professional qualifications is open to inspection at the registered office, Cannon Place, 78 Cannon Street, London EC4N 6AF. Members 
are either solicitors or registered foreign lawyers. VAT registration number: 974 899 925. Further information about the firm can be found at cms.law

© CMS Cameron McKenna Nabarro Olswang LLP

CMS Cameron McKenna Nabarro Olswang LLP is a member of CMS Legal Services EEIG (CMS EEIG), a European Economic Interest Grouping that 
coordinates an organisation of independent law firms. CMS EEIG provides no client services. Such services are solely provided by CMS EEIG’s member firms 
in their respective jurisdictions. CMS EEIG and each of its member firms are separate and legally distinct entities, and no such entity has any authority to 
bind any other. CMS EEIG and each member firm are liable only for their own acts or omissions and not those of each other. The brand name “CMS” and 
the term “firm” are used to refer to some or all of the member firms or their offices. Further information can be found at cms.law

Your free online legal information service.

A subscription service for legal articles  
on a variety of topics delivered by email.
cms-lawnow.com
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