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Introduction

The EU data protection landscape, having remained largely unchanged since 1995,
is now on the brink of a radical transformation. After extensive negotiations, the
GDPR was formally adopted on 4 May 2016 and is set to replace most EU data
protection legislation.

Unlike the current Directive, the GDPR will be directly applicable in all EU Member States without
the need for national legislation. It will apply from 25 May 2018.

The GDPR brings new concepts into the regulatory spotlight, including profiling and the right to
be forgotten. It imposes extensive new obligations on businesses and transforms the role of the
Data Processor. Rights for individuals are significantly strengthened and maximum fines in respect
of breaches are increased exponentially to €20,000,000 or 4% of annual worldwide turnover
under the GDPR.

This Brochure aims to explain the main differences between the Directive and the GDPR.
We have used weather themed icons for categorising the changes, so that at a glance, you can
see how this may affect your business.

Please see our Glossary on page 21 for an explanation of the defined terms and abbreviations
that we have used in this Brochure.

If you would like more information on the GDPR or the Directive, please contact one of the
members of our Data Protection & Privacy team:

Simon Sanders

Partner, Data Protection & Privacy team
T: +31 20 3016 371

E: simon.sanders@cms-dsb.com

Edmon Oude Elferink

a Partner, Head of Data Protection & Privacy team
T: +32 26 5004 54
E: edmon.oudeelferink@cms-dsb.com

>

Erik Jonkman

Advocaat, Data Protection & Privacy team
. T: +31 20 3016 379

'. E: erik.jonkman@cms-dsb.com

Stephanie Dekker

l.  Advocaat, Data Protection & Privacy team
. T:+31203016 238

E: stephanie.dekker@cms-dsb.com
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adopts a general
approach on the
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¢ of the Regulation.

12 February 2016

European Council
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on the terms of the
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: 25 May 2016
The Regulation comes into force.

: 4 May 2016

The General Data Protection
{ Regulation published in the
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: European Union.
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{ The Commission,
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: compromise text of the
: Regulation after

: months of trilogue

! negotiations.

Q:

25 May 2018 |
The Regulation comes into

effect at the end of the two !
year implementation period. :

8 April 2016
European Council formally
: adopts the Regulation.






Jurisdictional scope

Data Controllers that are established within the EU and Process Personal Data in the context

of that establishment are currently subject to the Directive. These persons/businesses will also be
subject to the GDPR when it takes effect, but the GDPR casts the net wider in terms of its
jurisdictional scope. The GDPR will also apply to Data Processors whereas the Directive does not.

For Data Controllers established outside of the EU, the
criteria for determining if they must comply with the
GDPR is significantly altered, as compared to that set
out in the Directive.

Under current law, Data Controllers are subject to

the Directive if they are established outside of the
European Economic Area but they use equipment in an
EU Member State for Processing Personal Data (except for
the purposes of transit).

In comparison, the jurisdictional scope of the GDPR
is wider. Data Controllers and Data Processors based
outside of the EU will be required to comply with the
GDPR, if their Processing activities are related to:

— the offering of goods or services (free of charge
or paid for) to individuals in the EU; or

— the monitoring of the behaviour of individuals
in the EU.

The recitals to the GDPR indicate that websites which
use a language or a currency that is generally used in

an EU Member State and offer individuals the option

of ordering goods or services in that language/currency,
or which specifically mention EU-based customers/users,
may fall within this definition.

In terms of monitoring within the EU, the recitals

to the GDPR say that it will be necessary to consider

if individuals are tracked online or subjected to profiling,
particularly in order to take decisions about the individual
or for the purposes of analysing or predicting personal
preferences, behaviours and attitudes.

Data Controllers and Data Processors that are established
outside of the EU, but which target individuals in the EU,
may fall within the scope of the GDPR. If this is the case,
they should carry out an analysis of the obligations
contained within this legislation to ensure that they are
able to comply. Most businesses which fall into this
category will also need to appoint an EU-based
representative.

Preparation for implementation: Non-EU established Data Controllers
and Data Processors should check these new rules as soon as possible.

If their Processing activities do fall under the criteria above, they must
comply with the GDPR and should start preparing to do so well in advance.
Consider if you need to appoint an EU based representative.




Fines/Enforcement

Under current laws in EU Member States, fines that may be levied for breaches of data protection
law vary significantly. Under the GDPR, the level of fines may be significantly higher and can apply

to Data Processors as well as Data Controllers.

The GDPR establishes a two-tiered system of
administrative fines, which is applicable to both Data
Controllers and Data Processors (although the question
of whether or not such fines should be levied against
public authorities is delegated to national lawmakers).
Some infringements (for example of provisions relating to
keeping records of Processing) are subject to fines of up
to €10,000,000, or for an ‘undertaking’, up to 2% of
worldwide annual turnover in the previous financial year,
whichever is higher. Others (such as breaches of the basic
principles for Processing/conditions for obtaining consent)
are punishable by higher fines of up to €20,000,000, or
for undertakings, up to 4% of worldwide annual turnover
in the previous financial year, whichever is higher.

Please see the Appendix at page 22 for tables setting
out which breaches of the GDPR attract which level
of fine and the factors that may be taken into account
in determining the amount of the fine.

In terms of other types of enforcement by data
protection authorities, this is also something that
currently varies considerably between EU Member States
under current data protection laws. Under the Directive,

Preparation for implementation: Organisations could prepare for the
introduction of these provisions by identifying and addressing any current
gaps in their data protection compliance, which may be considered

data protection authorities have powers of intervention,
such as delivering opinions before Processing is carried
out, and to order blocking, erasure and destruction of
data. Data protection authorities can also conduct
audits and bring prosecutions for breaches of the
Directive. Enforcement powers will, in general, be
harmonised under the GDPR (although criminal
enforcement is delegated to EU Member States). They
include powers to issue warnings, reprimands and
orders to Data Controllers and Data Processors; to
impose temporary and definitive bans on Processing; to
suspend overseas data flows; and to order the
rectification or erasure of Personal Data.

The remedies available to individuals are also
strengthened under the GDPR. These include rights:

(i) to claim compensation from Data Controllers and
Data Processors for damage caused by a breach of the
GDPR; (i) to an effective judicial remedy against Data
Controllers and Data Processors in respect of the
non-compliant Processing of Personal Data; (iii) to make
a complaint to a Supervisory Authority; and (iv) to an
effective judicial remedy against a Supervisory Authority
that has not correctly handled a complaint.

O

low-risk now, but which could result in much higher exposure once the %
GDPR applies. It would also be advisable to identify the new obligations

imposed by the GDPR and develop a plan for achieving practical

compliance with these prior to 25 May 2018.
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Privacy notices

Under the GDPR, Data Controllers must take appropriate measures to provide information
regarding the Processing of Personal Data to individuals in a concise, transparent, intelligible
and easily accessible form, using clear and plain language (in particular, if the notice

is addressed specifically to children).

Although organisations currently have an obligation
under the Directive to provide notice of their Processing
to Data Subjects (often facilitated through the use of
privacy policies), the GDPR sets a higher standard of
notice than the Directive by adding a significant number
of prescribed new fields of information which must be
provided. Such new fields of information include the
period for which the data will be stored, the existence
of various Data Subject rights, the source of the data

in the event that it is not collected directly from

SOCIAL NETWORK

e
e

SIGN-IN

the Data Subject, as well as details of the legal basis
for the Processing and if the Processing is based
on the Data Controller’s legitimate interests.

Where data is collected from the Data Subject, notice
does not need to be provided if the Data Subject already
has the relevant information or if an exemption applies.
Where data is not obtained directly from the Data
Subject, notice is also not required if the provision

of the information would be impossible or would involve
disproportionate effort, the Processing is required by
law or where the data must remain confidential subject
to an obligation of professional secrecy.

The GDPR also provides for the future use of
standardised icons to inform consumers about
data Processing practices in a simplified format.

Preparation for implementation: Although the GDPR introduces
much more extensive requirements for information notices, the

advantage to organisations is that the GDPR is intended to lead to a
standardised approach, such that a single notice is more likely to be

sufficient across all Member States. Before the GDPR applies,
organisations should be reviewing and updating their existing privacy
policies to take into account the additional notice requirements
introduced by the GDPR.

10 | The EU general data protection regulation




Consent

The GDPR amends the definition of consent under the Directive such that consent of a Data
Subject to the Processing of their Personal Data must now be ‘freely given, specific, informed
and unambiguous’ and be given either ‘by a statement or by a clear affirmative action'.

Where ‘special categories of personal data’ (which in
general terms are ‘special categories of data’ under the
Directive, plus new categories of genetic and biometric
data) is Processed, consent must be ‘explicit’. Where
Processing is based on consent the burden of proof for
demonstrating that consent has been given by the Data
Subject lies with the Data Controller. Data Subjects also
have the right to withdraw consent at any time and
must be informed of this right prior to the giving of
consent.

Although consent can be achieved though ticking a box
when visiting a website, choosing certain technical
settings or by any other statement or conduct that
clearly indicates acceptance of the proposed data
Processing, silence, pre-ticked boxes or inactivity are
insufficient.

Consent will also not be regarded as freely-given if the
Data Subject has no genuine and free choice and is
unable to refuse or withdraw consent without
detriment. For example, consent will be not be deemed
freely given where entering into a contract, or receiving
a service is "tied’ to the Data Subject giving consent to
the Processing of their data which is not necessary for
the performance of the contract.

\
ﬁ\‘

Where online services (e.g. email accounts and social
media accounts) are offered directly to children, parental
consent is required for the Processing of Personal Data
relating to such services where the child is below 16 years
of age, unless individual Member States legislate for a
lower age limit, which may not be below 13 years of
age. The position is therefore that children over 16 are
always able to give consent to data Processing for online
services themselves, whereas children under 13 can
never give such consent, and for ages in between,
Member States have discretion to decide.

Preparation for implementation: The new provisions on consent

will mean that, in practice, consent is much more difficult to obtain.

With the introduction of the new requirement for consent to be %
‘unambiguous’, organisations which currently rely on implied consent

for data Processing activities should review and adapt their existing
practices as it is now clear that mere acquiescence (for example
failing to un-tick a ticked box) does not constitute valid consent.




Data subject rights

Data Subjects have various rights under the Directive that have essentially been retained under
the GDPR. Further rights have been introduced by the GDPR.

n

Under the Directive individuals have rights to:
— receive certain information (see Privacy Notices/
Consent sections on pages 10-11);

— access Personal Data (known as a ‘Subject Access
Request’);

— prevent Processing if there are compelling legitimate
grounds;

— prevent Processing for the purposes of direct
marketing;

— object to automated decision-taking;
— obtain compensation for damage suffered; and

— provide a judicial remedy for any breach of rights
guaranteed to the Data Subjects by national law
applicable to the Processing.

In general terms, all of these rights have been translated
across to the GDPR, but many are also enhanced by the
new law, for example:

— there is a standalone 'right to erasure’ which applies
in a wider range of circumstances and without the
need for the individual to obtain a court order;

— individuals have broader rights to restrict the
Processing of their Personal Data; and

— individuals are entitled to receive more information
via a Subject Access Request without having to pay a
fee, unless the request is ‘manitfestly unfounded or
excessive'.

The GDPR also sets out a new 'right to data portability’,
which in limited circumstances gives the individual a right
to receive from the Data Controller his/her Personal Data,
in a 'structured, commonly used and machine-readable
format’ and ‘where technically feasible’ he or she may
require that it be transferred to another Data Controller.

Preparation for implementation: As the GDPR will build on existing
rights that individuals already have under the Directive, in order to
prepare for the changes that will take place, organisations should first
check their existing procedures to ensure that they are adequate to

address all current rights. The next steps should be to consider the
enhancements to these rights that will come into effect under the
GDPR and look at formats in which Personal Data should be provided
to individuals, in order to comply with the new right to data portability.
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Data breach reporting

Under the Directive, there is no mandatory obligation on Data Controllers to report data breaches to

their national data protection authority or to inform Data Subjects affected by the breach, although
specific notification requirements do exist in some sectors. The GDPR introduces a system of
mandatory notification for data breaches. In the absence of a mandatory notification requirement,
under the Directive, Member States have developed their own practices. In the Netherlands, a
notification requirement has been in place since 1 January 2016.

In the absence of a mandatory notification requirement,
under the Directive, Member States have developed
their own practices.

The GDPR introduces a system of mandatory notification
for data breaches, and Data Controllers will be required
to notify Personal Data breaches to Supervisory
Authorities without undue delay and, where feasible, no
later than 72 hours of becoming aware of the breach. Set
categories of information must be provided in the
notification. However, there will be a materiality threshold
whereby notification to Supervisory Authorities is not
required where the breach is unlikely to result in a risk to
the rights and freedoms of individuals.

Data Controllers must also communicate data breaches
to Data Subjects without undue delay, although, this is
only required where the breach is likely to result in a
high risk to the rights and freedoms of individuals.

Preparation for implementation: Organisations will need to develop,
test and implement data breach and crisis response plans which take

However, no such communication is required where
measures have been taken to render the data
unintelligible, or subsequent measures have been taken
by the Data Controller to ensure that the risk to the
rights and freedoms of the Data Subjects is no longer
likely to materialise. A public communication may be
used if notification to individual Data Subjects would
involve disproportionate effort.

O

these new notification requirements into account. They should have a %
clear view of privacy governance, with defined lines of responsibility,

and ensure that they have agile processes in place to guarantee
compliance.




Data protection officers

Compared with the Directive, the GDPR introduces new requirements in relation to data
protection officers ('DPOs’). The Directive does not require any organisation to appoint a DPO.
However, some Data Controllers, and some Data Processors too, will need to appoint one under

the GDPR.

This requirement applies to:

— public authorities or bodies (except courts acting
in their judicial capacity);

— those required to appoint a DPO under national
law; and

— other Data Controllers and Data Processors with
core activities involving either:

- the regular, systematic and large scale monitoring
of individuals (e.g. through CCTV recording,
employee email access, or use of vehicle telemetry
devices); or

- the large scale processing of ‘special categories
of data’ and/or ‘personal data relating to criminal
convictions and offences’ (which expands upon
the categories under the Directive, and includes

the new categories of genetic and biometric data).

A DPO’s tasks will include advising colleagues and
monitoring their organisation’s data protection
compliance, providing training, running audits, advising
on privacy impact assessments and dealing with
Supervisory Authorities.

Preparation for implementation: In order for any organisations
that will be affected by this change to prepare for its
implementation, they could appoint a DPO now, and provide this
person with training and support to ensure that they will be able to

fulfil their role effectively when the GDPR comes into effect.
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International transfers of personal data

Under the Directive, Personal Data should not be transferred to a country outside the European
Economic Area (EEA) unless there is an ‘adequate level of protection’ or an exemption applies.
The onus for compliance rests on the Data Controller. Under the GDPR the same transfer
restriction applies, not only to Data Controllers, but also to Data Processors.

Existing methods of ensuring an adequate level of
protection and the exemptions are broadly unchanged
under the GDPR.

BCRs are expressly provided for in the GDPR, unlike
under the Directive. Their use is extended beyond
transfers between group members to also include
groups of ‘enterprises engaged in a joint economic
activity’. The relevant Supervisory Authority in each EU
Member State from which Personal Data is to be
transferred will still need to approve the BCRs under the
GDPR, but this will be subject to the ‘consistency
mechanism’ set out in the GDPR, which is designed to
contribute to the consistent application of the GDPR. As
a result it should be easier to obtain approvals from the
relevant Supervisory Authorities. If the relevant
requirements as set out in the GDPR are met, the
approval should be granted. Additional requirements,
that currently apply in certain Member States, should
not continue following the application of the GDPR.

Self-assessment by the Data Controller as to whether
a transfer ensures an adequate level of protection is
currently a possibility in some parts of the EU. That will

i

no longer be the case under the GDPR except in limited
circumstances.

The GDPR introduces the possibility of transfers being
made where there is an approved code of conduct or
certification mechanism (these are provided for in the
GDPR for the purpose of demonstrating compliance
with the GDPR), together with binding and enforceable
commitments of the Data Controller or the Data Processor
that is outside the EEA to apply appropriate safeguards.

Preparation for implementation: Organisations should identify the
international transfers of Personal Data that they make and ensure
that the transfers will be lawful under the GDPR. Given the greater
ease in which it should be possible to put in place BCRs, organisations

that have until now been hesitant as to putting these in place may
wish to look further into this as a mechanism for compliance in
relation to intra-group transfers.




Data protection by design and default, impact
assessments, anonymisation and pseudonymisation
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The GDPR introduces a number of measures into law that are currently recognised

as recommended approaches.

Data Protection by Design and Default

The GDPR requires Data Controllers to implement
appropriate technical and organisational measures that
are designed to implement data-protection principles in
an effective manner and to integrate the necessary
safeguards into Processing in order to meet the
requirements of the GDPR. In determining what would
be ‘appropriate’, the Data Controller should take into
account, amongst other things, the state of the art, the
cost of implementation, the nature, scope, context and
purposes of the processing, and the risks posed by the
Processing in question.
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In addition, Data Controllers must implement measures
to ensure that, by default, only Personal Data that are
necessary for the specific purpose of the Processing are
indeed Processed. This involves the restriction of
Personal Data collected, the period of storage of the
Personal Data and their access.

The appropriate measures to be implemented may be
decided upon following the performance of an impact
assessment and may involve the anonymisation or
pseudonymisation of Personal Data.



Impact Assessments

The GDPR places an obligation on Data Controllers to
perform an impact assessment where, taking into
account the nature, scope, context and purposes of the
Processing, is likely a high risk to the rights and
freedoms of individuals. The impact assessment should
be performed prior to such Processing and contain, as a
minimum, a description of the envisaged Processing
operations and the purposes of the Processing, an
assessment of the necessity and proportionality of the
Processing operations in relation to the purposes, an
assessment of the risks and the measures envisaged to
address the risks.

The GDPR sets out particular circumstances when
impact assessments should be used and that each
Supervisory Authority should publish a list of the kind
of Processing that would require the production of
an impact assessment.

Anonymisation and Pseudonymisation

Anonymous data (i.e. data that does not relate to

an identified or identifiable person) does not fall within
the scope of the GDPR. The GDPR contains the concept
of ‘pseudonymisation’, which involves the Processing

of Personal Data in such a way that the Personal Data
can no longer be attributed to a specific person without
the use of some other information that is kept
separately and is subject to technical and organisational
measures to ensure that the Personal Data are not
attributed to an identified or identifiable person.
Pseudonymisation of data is given in the GDPR as an
example of a measure that may help to satisfy the
requirement for appropriate technical and organisational
security measures to be in place.

Preparation for implementation: Organisations should identify

whether the Processing that they undertake is of the sort that would
necessitate an impact assessment being performed. They should keep an
eye on communications from the Supervisory Authority for the list setting
out the kinds of Processing that would require the production of an impact
assessment. Organisations should consider ways in which anonymisation

and pseudonymisation of Personal Data could be utilised in their businesses
to reduce the level of risk in their Processing activities. Where an
organisation plans to undertake some new Processing, for example on the
installation of new technology, it should build in data protection compliance
measures as part of its planning around that Processing.




Accountability

The GDPR introduces several new accountability requirements, which are not included in the
Directive. These are designed to ensure that organisations comply with the GDPR
in practice and that they are able to demonstrate their compliance when required.

Under current data protection law, Data Controllers in
all EU Member States must, subject to some limited
exemptions, notify the relevant national data protection
authority of their Processing activities. The GDPR
abolishes current notification requirements, but instead
both Data Controllers and Data Processors will be
required to keep relatively detailed records of their
Processing activities and make these available to
Supervisory Authorities on request. There is an
exemption for enterprises or organisations that employ
fewer than 250 persons unless the Processing is high
risk, not occasional, or includes ‘special categories of
data’ and/or Personal Data relating to criminal
convictions and offences (which in general terms is
'special categories of data’ under the Directive, plus new
categories of genetic and biometric data).

There is also a new general requirement under the
GDPR for Data Controllers to be able to demonstrate
that their Processing activities are performed in
accordance with the requirements of the GDPR. Where
proportionate, this shall include the implementation of
appropriate policies. Adherence to published codes of
conduct/approved certification mechanisms are also
referenced as ways of demonstrating compliance.

In addition, accountability under the GDPR is reinforced
by requirements in relation to the appointment of Data
Protection Officers (see page 14), as well as obligations
relating to privacy by design (see page 16) and the
conduct of impact assessments (see page 17).

Preparation for implementation: In order to prepare for new
accountability measures in the GDPR, organisations can start now

to develop a system for documenting Processing activities as they arise
and for updating these records when the Processing changes. They can

also take note of any codes of conduct that may be published by the
relevant EU Member State Supervisory Authority or any relevant
overseas data protection authority.
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Data Processor responsibilities

The Directive places direct obligations on Data Controllers, but not on Data Processors. The GDPR
will bring about significant changes as Data Processors will have direct

legal responsibilities under the new law.

Under the Directive, in the event of a breach, it is
generally the Data Controller that is subject to
enforcement action (Data Processors may be exposed
under the contractual arrangements with the Data
Controllers). Under the GDPR, Data Processors may have
direct legal responsibilities and they will also be exposed
to enforcement action, including substantial administrative
fines (see Fines/Enforcement section at page 8) in the
event of a breach.

For example, under the GDPR (subject to some
exceptions) Data Processors will, for the first time,
be directly required to:

— keep records of Processing activities;

— appoint a Data Protection Officer;

— obtain consent from the Data Controller before
engaging a sub-contractor for Processing;

— tell the Data Controller if there is a data breach;

— put in place appropriate technical and organisational
measures;

— cooperate with the relevant Supervisory Authority;

— comply with the GDPR's rules on overseas data
transfers; and

— carry out data privacy impact assessments.

The GDPR also imposes more detailed requirements in
relation to the contractual obligations that Data
Controllers must impose on Data Processors. For
example, under the GDPR, the Processing agreement
between Data Controller and Data Processor must
contain requirements for the Data Processor to: (a)
ensure that persons Processing Personal Data are subject
to confidentially obligations; (b) return to the Data
Controller or delete Personal Data once services have
ended; and (c) allow for audits and inspections by or on
behalf of, the Data Controller.

Preparation for implementation: In preparation for these changes,
Data Controllers and Data Processors will need to re-visit and
re-negotiate any current data Processing agreements. Organisations

may also want to consider updating any existing template data Processing

agreements which they have in place. Furthermore, Data Processors will
need to familiarise themselves with the new obligations imposed by the
GDPR and look at practical ways in which they can achieve compliance
with these rules.




Requlators

Under the current Directive each EU Member State is required to have one or more supervisory
authority/(ies), responsible within its territory, for monitoring the laws adopted pursuant to the
Directive. The GDPR similarly requires that each Member State shall have one or more ‘Supervisory
Authority/ies’ responsible for exercising powers given to it in the GDPR.

Unlike the current Directive, the GDPR also makes
provision for what is known as a ‘one-stop shop’
mechanism. Multinational organisations (both Data
Controllers and Data Processors), which are established
in more than one Member State, will be primarily
regulated by a ‘lead authority’ in the Member State
where they have their ‘main establishment’. The lead
authority will generally have jurisdiction over the
multinational’s cross-border Processing activities.
However, the GDPR also contains a procedure for
cooperation between the lead authority and other
Supervisory Authorities where Processing takes place
outside of the lead authority’s territory only, or
‘substantially affects’ data subjects only in another
Member State. Supervisory Authorities are also able to
work together to conduct joint investigations and
impose joint enforcement measures.

In addition, the GDPR also provides for the
establishment of a ‘European Data Protection Board’ to
include the head of one Supervisory Authority from

each Member State. Under the GDPR any Supervisory
Authority can ask the European Data Protection Board
for an opinion on a matter concerning more than one
Member State. The European Data Protection Board also
has dispute resolution powers and may, in the case of a
‘relevant and reasoned objection’ from a Supervisory
Authority, make a binding decision overriding the
opinion of the lead authority.

Preparation for implementation: At this stage, multinational
organisations can give some thought as to where they have their
main establishment so that they can keep up to date with

publications released by the relevant data protection regulator in
that place which is in 2018 likely to become their lead authority.
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Glossary

BCRs: means binding corporate rules, being Personal
Data protection policies which are adhered to by a Data
Controller or Data Processor established in a Member
State for transfers or a set of transfers of Personal Data
to a Data Controller or Data Processor in one or more
third countries within a group of undertakings, or group
of enterprises engaged in a joint economic activity.

Data Controller: means the natural or legal person
who alone, or jointly with others, determines the
purposes and means of the processing of Personal Data.

Data Processor: means the natural or legal person who
Processes Personal Data on behalf of the Data

Controller.

Data Subject: means an identified or identifiable
natural person.

Directive: means the Data Protection
Directive (95/46/EC).

GDPR: means the General Data Protection Regulation.

Personal Data: means any information relating to an
identified or identifiable natural person, who can be
identified, directly or indirectly, in particular by reference
to an identifier such as name, an identification number,
location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identify of the Data
Subject.

Processing: means any operation/set of operations
which is performed on Personal Data, whether or not by
automated means, including collection, recording,
organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure
or destruction, and ‘Process’ and 'Processed’ shall be
construed accordingly.

Supervisory Authority: means an independent public
authority which is established by a Member State
pursuant to Article 51 of the GDPR to be, amongst other
things, responsible for monitoring the application of the
GDPR.
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Appendix: administrative fines

Factors to be taken into account when deciding upon the amount

of the fine (Article 83(2)

Factors Action points

The nature, gravity and duration of the infringement (taking into account
the nature, scope or purpose of the Processing concerned as well as the
number of Data Subjects affected and the level of damage suffered by
them).

Conduct regular audits to identify potential
risk areas and implement effective solutions
Be proactive — remember, prevention is always
better than damage control

The intentional or negligent character of the infringement.

Develop and implement clear internal policies
on data privacy, and follow up with training
and compliance checks

Define privacy governance processes and
allocate responsibility for compliance to
relevant stakeholders — ensure that privacy is
on the agenda in the boardroom

Any action taken by the Data Controller or Data Processor to mitigate the
damage suffered by Data Subjects.

Act fast to contain actual infringements and to
prevent potential infringements

The degree of responsibility of the Data Controller or Data Processor,
taking into account the technical and organisational measures
implemented by them pursuant to privacy by design and by default
(Articles 25) and security of Processing (Article 32).

Ensure Processing contracts clearly allocate
areas of responsibility and liability as between
the Data Controller and Data Processor

Any relevant previous infringements by the Data Controller or Data
Processor.

Take steps to ensure that that any
infringements are swiftly dealt with and do not
become a recurring theme

The degree of cooperation with the Supervisory Authority, in order to
remedy the infringement and mitigate the possible adverse effects of the
infringement.

Be cooperative and responsive when dealing
the Supervisory Authority — do not delay in
addressing infringements and mitigating their
effects

Come prepared with suggested solutions
regarding infringements — the interests of the
Data Subject should be front and centre in
these

Employ a “front foot” approach to the
organisation’s relationship with the
Supervisory Authority

The categories of Personal Data affected by the infringement.

Ensure that additional protections are in place
for special categories of data/ higher risk
processing

The manner in which the infringement became known to the Supervisory
Authority and whether the Data Controller or Data Processor notified the
Supervisory Authority of the infringement.

Notify data breaches to the Supervisory
Authority as early as possible — and provide
updates as further information comes to hand

Compliance with prior enforcement action brought by a Supervisory
Authority (Article 58(2)) concerned with the same subject-matter.

Take steps to address all concerns raised by the
Supervisory Authority in any previous
enforcement action and ensure that it does not
happen again — be able to demonstrate that
significant efforts have been made to comply

Adherence to approved codes of conduct (Article 40) or approved
certification mechanisms (Article 42).

Keep an eye out for approved codes and
certification mechanisms from the Supervisory
Authority

Any other aggravating or mitigating factor applicable to the circumstances
of the case, e.g. financial benefits gained, or losses avoided, directly or
indirectly, from the infringement.

Carefully weigh up the risks of non-compliance
Ensure that the technical and organisational
measures you have in place are as robust, yet
agile, as they can be
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Tier 1 Breaches

Up to €20 million or 4% of the total worldwide annual turnover (whichever is greater)*»

Failure to comply with the principles relating to Processing of Personal Data; lawfulness; conditions for consent; and Processing
special categories of Personal Data (Articles 5, 6, 7 and 9)

Failure to give effect to certain rights of Data Subjects (Articles 12-22)

Transfer of Personal Data to third countries or international organisations without ensuring an adequate level of protection or
applying an exemption (Articles 44-49)

Failure to comply with Member State laws adopted for specific Processing situations (including freedom of expression; in the
context of employment; public access to official documents; archiving purposes in the public interest, scientific or historical
research or statistical purposes; and obligations of secrecy) (Chapter IX)

Non-compliance with Supervisory Authority corrective and/or investigative powers (Article 58(2) and Article 58(1))

Tier 2 Breaches

Up to €10 million or up to 2% of the total worldwide annual turnover (whichever is greater)*»

Failures in relation to consent for the Processing of children’s Personal Data (Article 8)

Failure to give effect to certain of a Data Subject’s rights where the Data Controller is able to identify the Data Subject (having
been given the additional information to identify the same) (Article 11)

Failure to implement technical and organisational measures to ensure data protection by design and default (Article 25)

Failure by joint Data Controllers in being transparent in relation to their respective compliance obligations (Article 26)

Failure by non EU Data Controllers and Data Processors to designate appropriate representatives in the EU (Article 27)

Failure by Data Controllers to only use Data Processors who provide sufficient guarantees to implement appropriate technical
and organisational measures to ensure compliance with the GDPR; and/or other requirements on Data Controllers in relation to
their engagement of Data Processors (Article 28)

Subcontracting of Processing by Data Processors without the prior written consent of the Data Controller (Article 28)

Failure of Data Processors to only Process Personal Data on the instructions of the Data Controller (Article 29)

Failures by Data Controllers and Data Processors in relation to obligations of Processing record keeping (Article 30)

Failure by Data Controllers and Data Processors to cooperate with the Supervisory Authority (Article 31)

Failure by Data Controllers and Data Processors to implement appropriate technical and organisational measures to ensure a level
of security appropriate to the risk (Article 32)

Failures in relation to the notification of a Personal Data breach to the Supervisory Authority (Article 33)

Failures by a Data Controller in relation to the communication of a Personal Data breach to Data Subjects
(Article 34)

Failures by a Data Controller in relation to data protection impact assessments or, where necessary, to consult with the
Supervisory Authority prior to Processing (Articles 35-36)

Failure by a Data Controller or Data Processor to appropriately appoint a data protection officer where required (Articles 37-39)

Where a Data Controller or Data Processor relies on certification for compliance but fails to comply with the relevant obligations
(Article 42)

Failure by a certification body to carry out its required duties (Article 43)

A body accredited to monitor compliance with a code of conduct fails to take appropriate action in cases of infringement of such
code by a Data Controller or Data Processor (Article 41(4))

*

>

Member States may impose rules on criminal sanctions for infringements of the GDPR too and may also allow for the deprivation of the profits gained from
non-compliance with the GDPR. However, this action would be instead of, not in addition to, any administrative fine or other penalty (Recital 149)

Where administrative fines are imposed on persons that are not an undertaking (i.e. an organisation not engaged in economic activity such as a public
authority), the Supervisory Authority should take into account the general level of income in the Member State as well as the economic situation of the person
in considering the appropriate amount of the fine. Member States will determine whether and to what extent public authorities should be subject to
administrative fines (Recital 150)
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